
BRECKLAND COUNCIL

Report of the Internal Audit Consortium Manager to the
AUDIT COMMITTEE – 7 June 2013

Internal Audit Consortium Manager’s Annual Report and Opinion for 2012/13 in 
relation to Breckland Council

1. Purpose of Report
1.1 This report has been developed to satisfy the mandatory requirements the new Public 

Sector Internal Audit Standards (PSIAS), effective from 1 April 2013, and specifically 
Standard 2450, concerning the provision of an annual audit opinion on the overall 
adequacy and effectiveness of the organisation’s framework of governance, risk 
management and control, which, in turn, should be used to inform the Council’s Annual 
Governance Statement.   

1.2 The report also seeks to confirm compliance with the Accounts and Audit (England) 
Regulations 2011, whereby the Council is required to ‘undertake an adequate and 
effective internal audit of its accounting records and of its system of internal control in 
accordance with the proper practices in relation to internal control’.   The standards for 
‘proper practices’ for internal audit applying to 2012/13 were detailed in CIPFA’s Code 
of Practice for Internal Audit in Local Government in the United Kingdom (2006), 
although for 2013/14 onwards, the Code has been superseded by consolidated Public 
Sector Internal Audit Standards.  

1.3 To demonstrate that this authority has met its statutory requirements, as recognised 
above, the Internal Audit Consortium Manager has produced this Annual Report and 
Opinion, drawing upon the outcomes of Internal Audit work performed over the course 
of the year, to formulate an opinion concerning the overall internal control environment 
which has been operating at the Council throughout 2012/13. 

2. Recommendations
It is recommended that the Committee:

2.1 Receive and note the contents of the Annual Report of the Internal Audit Consortium 
Manager.

2.2 Note that an adequate audit opinion has been given in relation to the overall 
adequacy and effectiveness of the organisation’s governance, risk and control 
framework (i.e. control environment) for the year ended 31 March 2013.

2.3 Note that Corporate Governance and Risk Management arrangements for the year 
ended 31 March 2013 have received good assurance.

2.4 Note that adequate assurance has been awarded in respect of the Anglia Revenues 
and Benefits Partnership Governance for the year ended 31 March 2013.

2.5 Note that the opinions expressed together with significant matters arising from internal 
audit work and contained within this report should be given due consideration, when 
developing and reviewing the Council’s Annual Governance Statement for 2012/13.

Note:  In preparing this report, due regard has been had to equality of opportunity, 
human rights, prevention of crime and disorder, environmental and risk management 
considerations as appropriate.  Relevant officers have been consulted in relation to any 
legal, financial or human resources implications and comments received are reflected in 
the report.



3. Information, Issues and Options

3.1 Background

3.1.1 Public Sector Internal Audit Standards, which came into force from 1 April 2013, have 
effectively replaced CIPFA’s Code of Practice for Internal Audit in Local Government in 
the United Kingdom (2006). The new Standards are very similar to the old Code of 
Practice in terms of year end Internal Audit reporting requirements, in so far as:
 An annual opinion should be generated which concludes on the overall adequacy 

and effectiveness of the organisation’s framework of governance, risk management 
and control;

 A summary of the work that supports the opinion should be submitted;
 Reliance placed on other assurance providers should be recognised;
 Any qualifications to that opinion, together with the reason for qualification must be 

provided;
 There should be disclosure of any impairments or restriction to the scope of the 

opinion;
 There should be a comparison of actual audit work undertaken with planned work;
 The performance of internal audit against its performance measures and targets 

should be summarised; and,
 Any other issues considered relevant to the Annual Governance Statement should 

be recorded.

In addition, a Commentary on compliance with new Standards must now be prepared 
in much the same way as the extent of compliance achieved against the CIPFA Code 
of Practice had to be documented (although for the purposes of this report, when 
looking back over 2012/13 – delivery of Internal Audit provisions against the old Code 
of Practice remains applicable).

It is further appreciated that a continuing need remains to communicate the results of 
the Internal Audit quality assurance and improvement programme (QAIP) and any 
progress made against any improvement plans resulting from the QAIP.

The new Standards also have extra year end reporting obligations, namely the risk or 
control framework or other criteria used as a basis for the overall audit opinion must be 
identified.

3.1.2  This report therefore seeks to address the key items specified above, where 
appropriate, although recognising that some aspects are covered in additional reports, 
e.g. an evaluation of the performance of the Internal Audit Service is subject to 
separate reporting, and will feature in a report headed up ‘Annual Review of the 
Effectiveness of Internal Audit for 2012/13’, whereas the conclusions of audit follow up 
work are covered in a further report entitled ‘Status of Audit Recommendations due for 
Implementation by 31 March 2013’. 

3.1.3   When considering this report and its attaching opinions, the statements made therein 
should be viewed as key items which need to be used to inform the organisation’s 
Annual Governance Statement, but there are also a number of other important sources 
to which the Audit Committee and statutory officers of the Council should be looking to 
gain assurance.   Moreover, in the course of developing overarching audit opinions for 
the authority, it should be noted that the assurances provided here, can never be 
absolute and therefore, only reasonable assurance can be provided that there are no 
major weaknesses in the processes subject to internal audit review. The annual 
opinion is thus subject to inherent limitations (covering both the control environment 
and the assurance over controls) and these are examined more fully at Appendix 8.



3.2     The Role of Internal Audit and Service Delivery Arrangements

3.2.1 The Internal Audit Service arrangements at Breckland Council have remained 
unchanged in relation to 2012/13, in so far as the Internal Audit Consortium Manager 
and Deputy Audit Manager at South Norfolk Council have continued to be responsible 
for managing the delivery of the Internal Audit Service to the organisation and 
controlling the work of Deloitte and Touche Public Sector Internal Audit Ltd, which is 
contracted to deliver the programme of work as detailed in the Annual Audit Plan.

3.2.2  All work performed on behalf of Breckland Council has been undertaken in accordance 
with Internal Audit’s approved Terms of Reference for 2012/13.   The Internal Audit 
Service is essentially an assurance function that provides an independent and 
objective opinion to the organisation on the control environment comprising risk 
management, control and governance, by evaluating its effectiveness in achieving the 
organisation’s objectives.   This is achieved by Internal Audit objectively examining, 
evaluating and reporting on the adequacy of the control environment as a contribution 
to the proper, economic, efficient and effective use of resources.

3.2.3 The work of Internal Audit during 2012/13 has been determined by a risk based Audit 
Plan.  The priorities of the Annual Audit Plan have been consistent with the Council’s 
priorities/corporate objectives, whilst also taking into account the authority’s risk 
management framework and the relative risk maturity of the organisation.  Added to 
this, the Plan has been regularly reviewed throughout the year to ensure that it has 
been continually responsive to the changing needs of the Council.   For example, if 
priorities have altered, organisational restructures have taken place or existing risks 
have subsequently escalated, diminished, disappeared or been overtaken by other 
emerging risks, the Plan has been revisited and its constituent audits reassessed, 
resulting in the rescheduling of work to a later stage in the financial year, the scope of 
the audit being redeveloped or review work being deferred to the following year.   The 
extent of revisions needing to be made to the 2012/13 Plan, and what triggered them, 
are considered at Section 3.7 of this report.

3.2.4 Wherever possible, audits conducted in year have additionally recognised the work of 
other third party assurers, and built on the outcomes of their review work.   Our 
subsequent approach has been to analyse whether there are any gaps in their 
coverage which our audit needs to plug, and to add value by evaluating other key 
aspects of service delivery to expand on the level of independent assurance available 
to management.    We have therefore placed reliance on work performed by the West 
Suffolk Partnership with reference to the Council Tax, National Non Domestic Rates 
and Housing and Council Tax Benefits systems, although realising we needed to carry 
out additional audit testing after the Internal Audit Service provider declined to do this 
work.   At the same time, we closely scrutinised the findings of the Activist review 
undertaken on behalf of the Anglia Revenues and Benefits Partnership (ARP), before 
setting the scope of our inspection work, which encompassed the strategic vision of 
ARP, overarching governance provisions, delivery of Joint Committees and 
Operational Boards, Financial Provisions and Risk Management arrangements.   We 
will be using the outcomes of the Governance audit and our reviews of Breckland’s 
core financial systems to complete the Small Bodies Annual Return, Section 4 – 
Annual Internal Audit Report for 2012/13 on behalf of ARP.

3.3     Internal Audit Service Provisions and Costs

3.3.1 To ensure full transparency of the service, this report contains information about the 
costs associated with the provision of the Internal Audit function to the Council, 
identifying input by the Internal Audit Services contractor to undertake the planned 
audit assignments, work by the West Suffolk Partnership to deliver Revenues and 
Benefits related audits and the level of support administered by the Audit Management 
Team to oversee all aspects of the service provision to officers and members.   The 
cost of the service compared with the previous year is shown below:



Nature of the work 2011/12 2012/13
Cost of the planned work (Deloitte & Touche 
Public Sector Internal Audit Ltd – the Internal 
Audit Services contractor)

£64,469 £60,509

Cost of planned work (West Suffolk 
Partnership)

£5,870

Cost of managing the service (South Norfolk 
Council)

£32,666 £32,634

Cost of additional work (REV ACTive Project 
Interim Grant Certification audit)

£2,520 £2,940

TOTAL COST £99,655 £101,953

Internal Audit costs have increased by 2.3% compared with the previous year.   This 
has been due to an expanded Internal Audit Plan being delivered in 2012/13, i.e. 
237.5 days compared with 209.5 days in 2011/12.

3.3.2 The 2012/13 Audit Plan was approved by the Audit Committee on 3 February 2012 
and was the subject of a Progress Report covering the period 1 April to 5 November 
2012, which was submitted to members on 23 November 2012.   The Activity Report 
outlined the then status of audit assignments and provided copies of management 
summaries relating to completed reviews.   This Annual Report now analyses the 
throughput of work between 6 November 2012 and 17 May 2013, the latter being the 
date that the Annual Audit Plan was subsequently completed.   This report also reflects 
back on assurance levels awarded to those audits finalised prior to 6 November 2012, 
given that the annual opinion is required to draw upon the outcomes of all internal 
audit review work carried out in the course of the year.   

3.4    Opinion of the Internal Audit Consortium Manager on the Overall Adequacy and 
Effectiveness of the Organisation’s Governance, Risk and Control Framework

3.4.1 In order to give the Council an overall opinion on its control environment, the Internal 
Audit Consortium Manager as the organisation’s Head of Audit has revisited the 
assurance levels given to individual audit assignments throughout the year, relating to 
both financial and non financial systems.   These are summarised below and overleaf 
for management and member information.

Nature of System Assurance Level Awarded Number of Reviews

Financial Adequate 9

Limited 1

Non Financial Good 2

Adequate 5

Limited 2

Unsatisfactory 1

Total 20



Assurance Levels 
Awarded

Number of Reviews % Applicable

Good 2 10%

Adequate 14 70%

Limited 3 15%

Unsatisfactory 1 5%

Total 20 100%

3.4.2 All planned work completed is itemised at Appendix 1.  An analysis of the internal 
control environment and how it has been developing over the last 6 years is attached 
at Appendix 7, whilst definitions of our assurance levels are explained at Appendix 
6 and those of the West Suffolk Partnership’s are included at Appendix 5.   
Essentially, good and adequate assurances are positive audit opinions, with limited 
and unsatisfactory assurances equating to negative audit opinions.

3.4.3   This year, it is also important to note that a change of methodology was applied to 
work carried out to support the preparation of the Annual Governance Statement.   
This coincided with the unveiling of a new reporting template aimed at generating 
more meaningful information on systems of internal control for management and 
members alike, such that separate audit opinions are now provided by the Internal 
Audit Services contractor in respect of those areas subject to high level key control 
testing.   Hence the level of assurances available has increased dramatically under 
this new regime from a previously envisaged 14 opinions to a more insightful 20 
assurances. 

3.4.4   In the course of the financial year, link up with a third party assurer also led us to re-
examine mechanisms for placing reliance on other bodies’ audit work.   For example, 
we received substantial assurances from the West Suffolk Partnership (WSP) upon 
the conclusion of their three audits of Revenues and Benefits systems.   However, 
when we reviewed their work, we had to deal with a variety of unexpected issues 
including differently titled assurance categories and assurance definitions to those 
that we employ; reduced audit coverage such that we then had to commission more 
audit testing, and, a reporting format which we found to be considerably at variance 
with our own requirements.  Our scrutiny of additional operational controls also 
uncovered further control weaknesses and with reference to Council Tax and National 
Non Domestic Rates, led us to redesignate the original audit opinions received to 
limited assurance.   Appendix 4 contains background information on how the review 
work was split between WSP and ourselves, details of the 2 sets of findings 
subsequently obtained and the approach we then followed to extract consolidated 
audit opinions for Council Tax, National Non Domestic Rates and Housing and 
Council Tax Benefits.

3.4.5 On the basis of the audit work undertaken in 2012/13, it is my opinion that an 
adequate assurance can be applied to the overall adequacy and effectiveness 
of the organisation’s governance, risk and control framework (i.e. control 
environment) for the year ended 31 March 2013.     As can be seen in the tables at 
paragraph 3.4.1 above, 80% of audits have received positive assurance levels, with 
an adequate opinion expressed in the majority of cases with reference to individual 
systems of internal control and key control testing subject to audit scrutiny.   On 2 
occasions, operational provisions have actually mirrored best practice and merited 
receipt of good audit assurances in consequence.   The position being reported here 
represents a noticeable improvement on the previous year, which boasted 68.75% of 



assurances awarded in year as being either good or adequate.   

3.4.6 The first good assurance to be given in 2012/13 was following examination of the 
Environmental Services Contract – Waste Management and Grounds Maintenance 
and thereafter, we awarded a good audit opinion to Corporate Governance and Risk 
Management.   The Management Summary for the Corporate Governance and Risk 
Management audit is included at Appendix 3(b).   The other Management Summary 
was attached to our Progress Report presented earlier in the year at Appendix 2(1).

3.4.7 The table of individual audit opinions at paragraph 3.4.1 also confirms that there have 
been 4 audits where less favourable assurances have been forthcoming, i.e. 3 limited 
assurances and one unsatisfactory assurance.   These represent significant issues 
for noting in the Council’s Annual Governance Statement and with reference to the 
unsatisfactory assurance; this is an item of particular concern.   Unsatisfactory 
assurances are however rare for the Council, the only other instance being recorded 
in 2007/08.   The area that was evaluated and found to contain fundamental flaws in 
the system of internal control was Procurement.   Further commentary on this audit is 
provided at paragraphs 3.4.11 and 3.6.1 of this report, where greater attention is 
given to the key outcomes of our review work in this area and the Action Plan, 
containing 5 high priority recommendations which were subsequently developed to 
resolve the critical control weaknesses found.

3.4.8 A total of 4 fundamental financial systems have been audited in-depth during 
2012/13, with a further 6 areas subject to high level key control testing.   Nine of 
these generated positive assurances.   Conversely, review work pertaining to Council 
Tax and NNDR resulted in a limited/negative assurance being awarded.   Appendix 
4 elaborates on where enhancements to the internal control environment are 
required and it can be seen that a sizeable number of audit recommendations have 
been raised to address the various issues in need of strengthening.   In fact, when 
amalgamating the findings of the West Suffolk Partnership and aspects of our own 
work to support the preparation of the Annual Governance Statement, a total of 27 
recommendations were identified subsequently to rectify internal control issues.   
One recommendation was allocated a high priority rating in response to a significant 
weakness in IT security provisions, and called for the formulation and testing of a 
recovery plan for ARP following its migration from one backup provider to another.  
Noting that we have only recently concluded the audit where this deficiency was 
appreciated, and it is not due to be resolved until 31 December 2013, this matter is 
effectively an issue for documenting in the Council’s Annual Governance Statement 
for 2012/13.   

3.4.9 As mentioned previously, we perform additional key controls testing work in year, 
which focuses on those fundamental financial systems that were not otherwise 
subject to detailed audit evaluation in year.  Our work here is necessary to further 
inform the Internal Audit Consortium Manager’s annual opinion, support the 
preparation of the organisation’s Annual Governance Statement and assist External 
Audit in their work.  Upon completion of requisite testing this year, we have raised 9 
audit recommendations, comprising 1 high, 2 medium and 6 low priority ratings.   The 
high recommendation has already received some examination in this report at 
paragraph 3.4.8.   The Management Summary for this particular piece of work is 
located at Appendix 3(c).  

3.4.10 In respect of the Council’s non-financial systems, upon completion of these audit 
assignments we are likewise able to report a positive position, in so far as this year 
70% of our work here has been awarded satisfactory levels of assurance compared 
with a figure of 63.6% for 2011/12.  Those areas where limited audit opinions were 
applicable involved Environmental Health Services, plus Network Infrastructure and 
Security.   These 2 assignments generated a total of 37 audit recommendations, 36 
of which were later agreed with management with 5 of these rated as high, i.e. 
indicative of fundamental flaws in the systems of internal control.   The Management 
Summaries for these assignments are attached at Appendices 3(a) and 3(e). In 



addition, the high priority recommendations applicable to these 2 audits are itemised 
at paragraph 3.6.1, which provides a record of all significant issues needing to be 
taken into account when compiling the authority’s Annual Governance Statement. 

3.4.11 Upon concluding our review of Procurement arrangements at the authority, we 
established that control processes were generally weak and subject to significant non 
compliance leaving the processes/system open to significant error or abuse.   As a 
consequence, we awarded an unsatisfactory audit opinion in relation to the 
inadequate provisions in place.    The Action Plan developed to reinstate a robust 
control environment involved 5 high, 4 medium and 1 low priority audit 
recommendations, which were accepted by management following an Exit Meeting to 
debate the audit findings and discuss remedial action required to deal with the 
situation.   The audit basically identified a lack of clarity over roles and responsibilities 
for delivering procurement; a contract register which was neither comprehensive nor 
up-to-date; a lack of reporting and analysis from the accounts payable system, 
together with a number of issues concerning individual contracts in relation to 
adherence to Council Contract Standing Orders and the general management of 
contracts.   Appendix 2(a) explains system deficiencies and the fact that when we 
commenced the audit, there were still recommendations requiring implementation 
that had been agreed with management following our previous inspection of working 
practices in this area.   Recent verification work in relation to the current status of 
these two sets of audit recommendations has indicated that work is in progress to 
address the control weaknesses identified but that 12 recommendations 
management had indicated would be completed before year end are still outstanding.   
The findings here represent significant issues which will also need to be 
acknowledged in the Council’s Annual Governance Statement for 2012/13.

3.4.12 As mentioned already at paragraph 3.1.2, we provide a separate report to the Audit 
Committee on the implementation of audit recommendations.  This report has 
confirmed that the Council is still maintaining an improved level of activity in 
delivering agreed actions arising from final audit reports compared with the previous 
financial year.   However, the majority of recommendations cleared have concerned 
medium recommendations.   In the case of high priority recommendations, we found 
evidence of only 20% of these recommendations being cleared within year, the other 
80% still require action and until such time as they are processed, the Council’s 
internal control environment remains compromised.  These recommendations are 
noted in full at paragraph 3.6.1.

3.5       Corporate Governance and Risk Management

3.5.1   Internal audit reviews of Corporate Governance and Risk Management provisions 
was undertaken in the final quarter of the financial year for both Breckland Council 
and the Anglia Revenues and Benefits Partnership (ARP).    On the basis of findings 
made, in my opinion, I am able to give a good assurance with regards to 
Breckland Council’s provisions in these areas, and an adequate assurance 
with reference to the Anglia Revenues and Benefits Partnership’s provisions.   
The Management Summaries expanding on the scope of our work and our 
subsequent findings are contained within Appendices 3(b) and 3(f).

3.5.2 It had originally been envisaged that the West Suffolk Partnership would carry out the 
requisite review work for ARP, but because Breckland hosts the Partnership, it was 
later resolved that the Internal Audit Consortium Manager should assume 
responsibility for this audit and completion of the Annual Internal Audit Report on the 
Small Bodies Annual Return for ARP.

3.5.3 It should also be noted at this juncture that, in the future, Breckland Council’s 
Corporate Governance and Risk Management arrangements will revert to a 2-yearly 
cycle of review, based on a previous track record of positive assurances awarded, 
including elements of good assurance which have been acknowledged since 



2009/10.   

3.6    Issues to be considered when compiling the Annual Governance Statement for 
2012/13

3.6.1 There have been 11 occasions where we have identified high priority 
recommendations during 2012/13 audits, with 5 of these earmarked for completion 
within the financial year.   In addition, there were also 5 further high priority 
recommendations carried over from 2011/12 requiring management action.   In the 
course of 2012/13, it has been verified that 2 of the old year high priority 
recommendations have now been delivered by management, but that another 8 have 
not been progressed as originally envisaged.  Hence, the Council‘s internal control 
environment continues to be put at risk by significant weaknesses which should have 
been resolved by year end.   The key issues therefore which management should 
incorporate into the Council’s Annual Governance Report for 2012/13 are therefore a 
mixture of those recommendations where original deadlines for completion have not 
been met in 2012/13 and they are therefore classified as outstanding, and those 
where implementation dates have yet to be reached in 2013/14:

 Following Cabinet approval of the Asset Management Plan (AMP) which 
describes how the Council’s property portfolio is to be strategically managed, 
there remains a requirement to review the Reinvestment Strategy, particularly the 
investment attributes contained in Section 4.0 – ‘Proposals’ in order to confirm 
these are line with set objectives.  

      (BRK/11/06 Asset Management, Recommendation 1).

 The Council should ensure that the new maintenance contract and the street 
lighting contract are in place as soon as possible.   For future reference, all new 
contracts should be negotiated in advance of the expiry of the existing contract 
and should be undertaken in line with the Council’s procurement policies and 
procedures. It is noted that currently, the Options Report has been vetted by 
Corporate Management Team and that further work still requires completion in 
Quarter 2 of 2013/14.   

      (BRK/11/06 Asset Management, Recommendation 9).

 Management should ensure all relevant firewalls are included within the routine 
network backup process with immediate effect.   In addition, the folder used to 
store the rules backup files should be moved to a secure location separate to the 
firewall server itself. Norfolk County Council has been approached to investigate 
this issue on behalf of Breckland Council.   

      (BRK/12/17 Internet and E-mail, Recommendation 5).

 The Council should have available the requisite knowledge and experience for 
undertaking procurement activity.  Recognition of the knowledge held within the 
Joint Policy and Performance Team should be undertaken with gaps identified.  
Where arrangements with outside agencies are required for procurement activity, 
documented arrangements should be put in place detailing partner liability 
arrangements.  

      (BRK/13/02 Procurement, Recommendation 2).

 The Council should maintain a contracts register to provide central oversight over 
the procurement process.  The register should be subject to periodic central 
review, to confirm that relevant contracts are held and that the correct 
procurement rules are being adhered to.
The contract register should include as a minimum:
o Details of all contracts held;
o Responsible officers;



o Contract start/expiry dates;
o Contract values; and
o Procurement processes followed.
The Council should make an assessment as to any additional information it could 
consider, including to meet its central assurance needs.
(BRK/13/02 Procurement, Recommendation 5)

 Monitoring and reporting of data from the purchase ledger should be undertaken 
on a regular basis. 
In particular, a review of aggregate supplier spending (cumulative total of >£5k), 
should be undertaken to determine whether correct procurement procedures 
have been applied.  This should include the use of waivers where required (see 
recommendation 7) and comparison with the contracts register (see 
recommendation 5).

      Such an exercise should be undertaken centrally on a periodic basis going 
forward.

      Instances of non-compliance with CSOs should be reported to senior 
management and recurring issues identified to inform staff training.

      (BRK/13/02 Procurement, Recommendation 6)

 The Council should review the current arrangements in place with the following 
suppliers and undertake new purchasing processes, in line with CSOs:
o G4S Technologies Limited
o Gemini Consultants
o Kana Software Limited
o Neopost Limited

      (BRK/13/02 Procurement, Recommendation 8)

 Existing arrangement in respect of the glass bank collections provided by 
Berryman should be reviewed to ensure compliance with the Council's Contract 
Standing Orders.  Once completed this contract should be included within the 
Council's Contract Register.
(BRK/13/02 Procurement, Recommendation 9)

 A timetable should be in place, setting out the timeframe within which the 
Environmental Protection team will carry out the next Section 2a inspections in 
respect of high hazard sites.
(BRK/13/05 Environmental Health Services, Recommendation 8)

 The Anglia Revenues and Benefits Partnership should formulate a disaster 
recovery plan.   Once formulated the plan should be tested to ensure that it is fit 
for purpose.
(BRK/13/07 Work to support the preparation of the Annual Governance 
Statement, Recommendation 4)

 Management should review the following privileges and revoke them from all 
accounts that currently have them, wherever possible:

o Replace a process level token;
o Log on as a service;
o Log on as a batch job;
o Debug programs;
o Adjust memory quotas for a process; and
o Act as part of the operating system.



       (BRK/13/11 Network Infrastructure and Security, Recommendation 6)

 Management should conduct a review of rights that should only be granted to 
administrators as there are accounts that are not administrators that have been 
granted some of these rights.
(BRK/13/11 Network Infrastructure and Security, Recommendation 7)

 Management should conduct a review of all accounts with Administrator privilege 
and remove those that are not required.  All staff with Administrator privileges 
should be assigned their own named account for such activities.
(BRK/13/11 Network Infrastructure and Security, Recommendation 8)

 Management should conduct a review of all accounts with passwords that never 
expire.  The review should focus specifically on those accounts actively used by 
staff and members, including accounts with generic names and those with 
Administrator privilege.
(BRK/13/11 Network Infrastructure and Security, Recommendation 9)

3.7     Review of Audit Work delivered in 2012/13 compared with the Annual Audit Plan 
approved on 3 February 2012

3.7.1    The table below shows in summary the audit coverage that was originally planned, 
where it has proved necessary to revise audit input in year and then compared 
amended planned days with those actually delivered, whereas a more detailed 
overview can be found at Appendix 1, highlighting when audit assignments were 
completed and the Management Summaries extracted from the final audit reports 
were submitted to the Audit Committee for member noting.

Description Days originally 
planned for 

2012/13

Revised 
planned 
days for 
2012/13

Actual 
days 

delivered

% of revised 
planned 

work 
delivered

Systems audit 141 132 132 100%
Input to 
Revenues and 
Benefits audit 
by West Suffolk 
Partnership

39.5 39.5 39.5 100%

Computer audit 51 51 51 100%
Additional Work 
– ARP 
Governance

3 8 8 100%

REV ACTive 
Project to 
review Claim 
Nos. 12-18 – 
Interim 
Certification 
audit

7 7 100%

Total 234.5 237.5 237.5 100%

3.7.2 There have been several amendments to the Audit Plan during 2012/13.   Revisions 
deemed necessary between April and November 2012 were acknowledged in the 
Progress Report on Internal Audit Activity provided on 23 November 2012.   Since 
that time, there have been 3 more adjustments.  All changes are summarised below, 
whilst their overall impact on the Plan is effectively documented at Appendix 1:

 The West Suffolk Partnership did not review ARP Governance after all, and 
instead of a shared review across the 4 ARP partner authorities, Breckland 
Council took responsibility for delivery of this audit, the job budget increasing in 



consequence from 3 to 8 days.

 After liaising with the West Suffolk Partnership (WSP) regarding delivery of 
Revenues and Benefits audits, it proved necessary to schedule some additional 
testing which WSP declined to carry out.  This resulted in an extra 10 days being 
added to the Plan to accommodate the previously unforeseen work, which was 
incorporated into BRK/13/ 07 Work to support  the preparation of the Annual 
Governance Statement.

 Following detailed audit planning with management, it was agreed to defer the 
Homelessness audit to 2013/14, as new working practices were in the process of 
being rolled out and it was felt that a more constructive audit should be 
undertaken after revised working arrangements had become embedded.   This 
led to a saving on the Audit Plan of 19 days to be carried forward to 2013/14.

 The Audit Management Team was requested to carry out a third interim review of 
the REV ACTive Project – this time focusing on Claims 12 to 18.   Although this 
piece of work was undertaken in Quarter 1 of 2013/14, the claims applied to the 
calendar year – January to December 2012, which is why this review has been 
acknowledged in this report.   The work conducted here involved 7 days of extra 
input from the Audit Management Team.

Collectively, these modifications have led to 3 further days being added to the 
approved Audit Plan for 2012/13.

3.7.3 There has been some rescheduling of work over the year as well in response to 
requests from management and details of the changed timings of reviews can be 
found in Appendix 1.

3.7.4   Appendices 2, 3 and 4 to this report contain copies of Management Summaries 
relating to the 12 audits that have been finalised since the Progress Report on 
Internal Audit Activity was presented to the Audit Committee in November 2012. 

3.8    Effectiveness of Internal Audit

3.8.1 As mentioned previously, elsewhere on this agenda is a report setting out the results of 
our end of year review of the effectiveness of the Internal Audit Service.  This 
includes:

 The performance of the Internal Audit Service contractor;

 The degree of compliance with the Code of Practice for Internal Audit in Local 
Government;

 The degree of compliance with CIPFA’s Statement on the Head of Internal Audit; 
and,

 The level of compliance being achieved in respect of other quality assurance 
measures for the service.

3.9 Options

3.9.1. None 

3.10 Reasons for Recommendation(s)

3.10.1 This report should be treated as a key source of evidence for the Council when 
preparing its Annual Governance Statement for 2012/13, and primarily provides 
independent assurance that internal control systems are adequate and significant 
control weaknesses have been appropriately identified, brought to management’s 



attention and action plans developed to address issues found by Internal Audit.  
Moreover, where high priority audit recommendations are currently outstanding at 
year end, they have been itemised for inclusion in the authority’s Annual 
Government Statement.   As such, the Committee should therefore be mindful of the 
contents of this report when subsequently reviewing the Council’s Annual 
Governance Statement.

4. Risk and Financial Implications

4.1 Risk 

4.1.1 None.

4.2 Financial 

4.2.1 None

5. Legal Implications

5.1 None.

6. Other Implications   

a) Equalities: None

b) Section 17, Crime & Disorder Act 1998: None

c) Section 40, Natural Environment & Rural Communities Act 2006: None

d) Human Resources: None

e) Human Rights:  None

f) Other:  None

7. Alignment to Council Priorities

7.1 Improvements to the systems of internal control assist the Council in achieving all of 
its priorities

8. Ward/Community Affected

8.1 All

Background Papers
None

Lead Contact Officer:
Name/Post: Mrs. Sandra C. King, Internal Audit Consortium Manager
Telephone: 01508 533863
Email: scking@s-norfolk.gov.uk

Key Decision Status (Executive Decisions only):
Non-key



Appendices attached to this report: 
Appendix 1: Review Work delivered in accordance with the Annual Audit Plan 2012/13 

plus Ad-Hoc Work requested by Management
Appendix 2: Old Style Management Summaries in respect of Completed Audit 

Assignments
Appendix 2 (a) BRK/13/02 Procurement
Appendix 2 (b) BRK/13/03 Asset Management
Appendix 2 (c) BRK/13/04 Payroll and Human Resources
Appendix 3: New Style Management Summaries in respect of Completed Audit 

Assignments
Appendix 3 (a) BRK/13/05 Environmental Health
Appendix 3 (b) BRK/13/06 Corporate Governance and Risk Management
Appendix 3 (c) BRK/13/07 Work to support the preparation of the Annual Governance 

Statement
Appendix 3 (d) BRK/13/08 Exchequer Services
Appendix 3 (e) BRK/13/11 Network Infrastructure and Security
Appendix 3 (f) BRK/13/15 Anglia Revenues and Benefits Partnership Governance
Appendix 4: Consolidated Management Summaries for Revenues and Benefits Audits
Appendix 5: West Suffolk Partnership Definitions / Categories of Audit Opinions relating to 

Individual Audit Assignments
Appendix 6: Norfolk Internal Audit Consortium Definitions / Categories of Audit Opinions 

relating to Individual Audit Assignments
Appendix 7: Levels of Assurance awarded from 2007/08 onwards
Appendix 8: Limitations and Responsibilities


